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-80117 a5 ) KRG - PEITHBVICE. YOS .
s/security/update/security-bulletins-2
02309-0000001638925158

CNVD-2023 | Mozilla Thunderbird £ [X | & Hal) SR A A HAN T LU RN
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https://www.cnvd.org.cn/flaw/show/CNVD-2023-80561
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80560
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80559
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80564
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80563
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80562
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80565
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80566
https://www.cnvd.org.cn/flaw/show/CNVD-2023-80116
http://www.cnvd.org.cn/flaw/list

-80118

i IR (CNVD-2023-8011
8)

T, AN T IREUEE R
https://www.mozilla.org/en-US/securi
ty/advisories/mfsa2022-22/

CNVD-2023
-80167

Microsoft Office X [R#2 Tt
W (CNVD-2023-80167)

g

JEe kA VR ERR, &
PSSR
https://msrc.microsoft.com/update-gu
ide/vulnerability/CVE-2023-36569

CNVD-2023
-80558

Apache HTTP Server ZZi[X
i IR (CNVD-2023-8055
8)

g

H AT m SR A T A T MBI
I, VEREIERES .
httpd.apache.org/security/vulnerabilit
ies_24.html

CNVD-2023
-79689

Rockwell Automation Pavilio
N8 FZ AN I 7t s VI

o

] E kA TR ERER, HX
NP SEREIE
https://rockwellautomation.custhelp.c
om/app/answers/answer_view/a_id/1
140590

CNVD-2023
-79718

IBM Robotic Process Autom
ation 1y [r] #5512 I 1A (CN
VD-2023-79718)

g

HAT) w C A T2k T LM RN
T, AT IR -
https://www.ibm.com/support/pages/
node/6852663

CNVD-2023
-80109

Microsoft Excel RS AT I
i (CNVD-2023-80109)

i

] kA TR ERER, HX
I SE S
https://msrc.microsoft.com/update-gu
ide/vulnerability/CVE-2023-33161

CNVD-2023
-80566

Apache Linkis AA5HAT IR
(CNVD-2023-80566)

i

] kA TR ERER, EHX
I SE S
https://lists.apache.org/thread/0682wz
1ggg491ybvjwokxvcdtnzo76ls/

CNVD-2023
-80564

Apache Pulsar A 1] @

=]
=]

] kA TR ERER, EHX
PSR FF
https://lists.apache.org/thread/v39hqt
grmyxr85rmofwvgrktnflbg3qg5

NG K, IBM PR AR R A AE 2 AN, Bt wT A TR AN APL H 35 H SRR
BURAE S, TR IR S5 Mk, $AT AR SQL fim & 3R MUE I R U B « t4h, Cisco.
Microsoft. Apache 5 2 5™ i B35 5 A71E 2 /NI IR, ek 3 ml R FH IR TR 32 SRR IR R 3K
AR HUNME OO R, BRTPRUR, B, 5 NEU R 2 A R G R RS,
N HAUR T2 root %5, 534, DedeBIZ 8 # A7 TEARRL AT IR o« Boadias v] F FH 2%
R P B AT . UCHIORH P BER SGUE B3k ) R E 0T, KA SRIUE R AN T sl

V=

l 2 A B B R A B A 1 O
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A, CNVD @E=FE LT O A T B 38 e 0 .
1. Mediawiki I AKAEH RIS (CNVD-2023-79688)

BAERER

MediaWiki /&3 B 484 (MediaWiki) FE4&2 1 —8 H H A 23 T M Z 1) Wi
ki 5% 2™ il T30 A A AR UV B N A B R A

Mediawiki v1.40.0 WA 7 ES AN BAE DRI, 2RI T AN GAE XML SO o fi
R A 44 25 8] Brate 28 mI M B 20 I i ok [e) S/ 3L 07 R0k R O B L 07

KRR R

POC #£#%: https:/fluidattacks.com/advisories/blondie/

S5 Hz:  https://lwww.cnvd.org.cn/flaw/show/CNVD-2023-79688

5 BRALE

W =R PR A A

T BLERUE 7 E(772) FTAE# AR it (KR 15 A 51 067
HIBT B LIE, ST #AKA T

l 2 7 I VR 2 [R5

1. Cloudflare KH#BZAE HTTP DDoS By
Cloudflare &7~, 2023 4F55 =LA = HTTP DDoS (4 Aa =B 48k %5 )
Wil B 7AEE, X R R EBE N R .

SEFR:. https://lwww.bleepingcomputer.com/news/security/cloudflare-sees-surge-in-h

yper-volumetric-http-ddos-attacks/
2. Chrome EFMERIEHFAR L EEHRM

WVEYE Chrome SE8T IRk 150 NS 51 7 AAITHISGE,  BOYEATHT Agd i i i vy
) AR By AR EEFALYT 5] FH P B

SRS, https://cybernews.com/news/chrome-update-trojan-malware/

F*F CNVD

[ 5 5 B 2 4RI 3L =4 (China National Vulnerability Database, fij#k CNVD)
JeHl CNCERT BtAENEHEEFEERG BN ERBEEER. WEZe] M. W
e FH LI 0 i g S ) L 5K P 4 22 i e, B0 T S R G — 1S B2 T T s
KA Bk A HTEERL SRR .
XF CNCERT

[ KA SN 28 B S B AR FR Y 0 (RIFR “ ER BN 20", SRR

J& CNCERT 5 CNCERT/CC) , O LT 2002 4F 9 H, ANAEBUMFIEE R ML 22 43R
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https://fluidattacks.com/advisories/blondie/
https://www.cnvd.org.cn/flaw/show/CNVD-2023-79688
https://www.bleepingcomputer.com/news/security/cloudflare-sees-surge-in-hyper-volumetric-http-ddos-attacks/
https://www.bleepingcomputer.com/news/security/cloudflare-sees-surge-in-hyper-volumetric-http-ddos-attacks/
https://cybernews.com/news/chrome-update-trojan-malware/

Hly, SRR E LN S R 2 AL BEAR R ) Ak A

TERE RGN 20, CNCERT M EZIRTTZ: LM FURINE . R, PR
WALy JIORVK S HT7 Y, JT e LI X 2 22 A AR TR« R I, TV R0 i i Ak B 55
TAE, 4P EFAILHEN 24, (REEEAE BN EEE B RGN Z2ia1T.

MAk: www.cert.org.cn

HEFH: vreport@cert.org.cn

HLi%: 010-82991537
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